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Abstract: To solve the problem that intelligent devices equipped with deep reinforcement learning agents lack effective
security data sharing mechanisms in the intelligent Internet of Things, a federal reinforcement learning framework
GenFedRL was proposed for deep reinforcement learning agents. GenFedRL does not need to share the local private data
of deep reinforcement learning agents but realizes joint training through model-sharing technology. It can effectively use
each agent device's data resources and computing resources without disclosing its private data's privacy. To cope with the
complexity of the real communication situation and meet the need to accelerate the training speed, a model-sharing mech-
anism based on synchronization and parallel was designed for GenFedRL. Specifically, combined with the model structure
characteristics of common deep reinforcement learning algorithms, general federal reinforcement learning algorithms suit-
able for single network structure and multi-network structure were designed based on the FedAvg algorithm, respectively.
Then, the model sharing mechanism among agents with the same network structure was implemented to protect the private
data of various agents better. Simulation experiments show that common deep reinforcement learning algorithms still per-
form well in GenFedRL even in the harsh communication environment where most data nodes cannot participate in training.
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2) return w,
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